Dynamicweb 8 Security

Dynamicwebisaweb application servingweb pages on a webserver. Overall there are 2 areas of security

when hosting a Dynamicweb solution —the security of the infrastructure tier (Firewall, Windows, 1S, SQL-
Server, ASP.NET andrelated technologies)and the application tier security (The Dynamicweb application).

This document covers the application tier security. Forinfrastructure security, please referto the hosting
provider.

The Dynamicweb application makes use of various different approaches to ensure that the software cannot
be compromised makingit possible to post unintended content, get access to data, gain access to restricted
areas of the website and Denial of Service attacks (DOS).

Dynamicweb has 3 layers of different user access control (UAC).

® Regular website users browsing the website and shop. )
e Search engine robots and scanners.
Amfx:lous e Not logged in
e Extranet and Intranet users browsing the frontend.
M| © Authenticated in the frontend using the extranet module.
users J
~
e System administrators, partners, webmasters, editors.
- e Logged into the administration (/Admin).
Administrators D

Anonymous and Authenticated users can only browse the frontend of the website (/Default.aspx) —they
have access to everything not placed in /Admin and in /CustomModules subfolders with the exception of
/Admin/Publicfolder.

Administrators have access to the frontend and the backend (/Admin).
The Dynamicweb application security handles various types of attacks.

e XS attacks (Cross script attacks)
e HTML injection attacks

e SQLInjectionattacks

e HTTP Headerinjections

e Cookieinjections

e Datainputvalidations



Dynamicweb has a number of checks to handle these types of attacks.

1. Checkifthe current userhave access tothe specificareaof the software. Thatwould be eitherthe
administration (/Admin) or pagesin the frontend with permissions. This check is made before any
process of the request orincoming datais handled. The checkis global and covers all requests
goingthroughthe .NET engine. Thisis not applicable fori.e.files, i.e. /Files/Images/Picture jpg.

a. Ifuser doesnothave access, show a logindialog.

2. Scanincomingdata(Post, Getand Cookies) forSQLinjection. Anumber of tests are executed
against ALL the data being send to the applicationlayer. This checkis made before any process of
the requestorincomingdatais handled. The checkis global and covers all requests going through
the .NET engine.

a. Ifone ofthetest fails, Dynamicweb bans the IP for 5 minutes givinga403.1 http status for
all subsequentrequestsinthattime period.

3. Scanincomingdata(Post, Getand Cookies) for XSand HTML injection.

a. Ifone testfails, Dynamicweb returns a 404 http status for the request and stops all further
processing of the request.

4. Dataisvalidated and convertedtothe properdatatype to avoid bad data in the application.

Check 1-3 isdone for all data goinginto the system regardless of how things are developed and covers both
standard and custom modules and cannot be bypassed. Level 2+3 can be disabled by the system
administratorthough. Check 4is done by each functionality ormodule inthe system, and needsto be
manually implemented in custom modules etc.

DOS prevention
Dynamicweb does not contain DOS prevention mechanisms. This should be handled by the security of the
infrastructure tier.

Data Security

The data in a Dynamicweb solutionis located in the database and Dynamicweb uses asingle account with
CRUD and DDL rightsto access and maintainthe data and the data model. End user permissions forthe
datainthe database is handled by the application tierand not by the data model.

Security scanning
The above security mechanisms are tested on regularbasis (with every minor release) using the
http://sqlmap.org/ tools to check for vulnerabilities.



http://sqlmap.org/

